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0 Models

I Environment: Planes

T  Software: Controller

disturbances A switches fast/slow
0 Specification

I keep min. distance
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Formal Verification

0 Characteristics
I mathematical rigor (sound proofs & algorithms)

T exhaustive

0 In this talk: Reachability Analysis

initial states

run (trajectory) forbidden states

reachable states
= states on any run
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Formal Verification

0 Key Problems
I computable (decidable) only for simple dynamics
I computationally expensive

I representation of / computation with continuous sets
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Formal Verification

0 Fighting complexity with overapproximations
I simplify dynamics
I setrepresentations

I set computations

0 Overapproximations should be
I conservative
I easy to derive and compute with
I accurate (not too many false positives)
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Outline

|. Hybrid Automata and Reachability

ll. Reachability for Simple Dynamics
a) Linear Hybrid Automata
b) Piecewise Affine Hybrid Systems

lll. Application to Complex Dynamics via Hybridization
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Formal Verification

4 )

Model of System

Model of Model of
Physics Software

\_ / \ J

/ \

continuous dynamics discrete dynamics

r = f(x) O =O
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Modeling Hybrid Systems

0 Example: Bouncing Ball
I ball with mass m and position X in free fall
I bounces when it hits the ground atx =0
I initially at position X, and at rest

A
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Part 1T Free Fall

0 Condition for Free Fall

I ball above ground: X —Q
x>0

0 First Principles (physical laws)

e gravitational force : 7
Fy, = —mg

g =9.81m/s”

e Newton’s law of motion :
mx = Fg

20



Part 1T Free Fall

F, = —mg .
mr = F, X —b
® Obtaining 15t Order ODE System Fq

e ordinary differential equation & = f(x)

e transform to 1st order by introducing variables 07”’2
for higher derivatives

e here: v = z:
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Part II'T Bouncing

O Conditions for ABouncingo
e ball at ground position: z =0

e downward motion: v < 0

O Action for nBouncingbo
e velocity changes direction

e loss of velocity (deformation, friction)

o V.= —cv,0<¢c<1
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Combining Part | and Il

0 Free Fall
o w.hile x > 0, continuous dynamics
r = v .
L i = f)
0 Bouncing | |
discrete dynamics
e ifr=0andv <0
Vo= —Cv r€G

O—0
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Hybrid Automaton Model

initial conditions

\g; — 2/

v=20

location
— / freefall \ label
— x > 0 bounce /

i = r=0Av < (—guard

PR— UV — —CU
U \

discrete transition

invariant — |
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Hybrid Automata

H = (Loc, Var, Ini, Inv, Trans, Lab, Flow)

0 Defining Inhabited State Space:

i Locations Loc {freefall}
i Variables Var {z,v}
A Valuation: z € RY% attributes a real value to each variable
A State: s = (l,x),with [ € Loc, v € RVars
i Initial states  Ini C Loc x RYers {(freefall, (x = z9,v =10))}
i Invariant Inv C Loc x RVers {(freefall,(x > 0,v € R))}

25



Hybrid Automata i Discrete Dynamics

0 Defining Discrete Dynamics: Trans
(I,a,G, R,I") € Trans, with R

e label o € Lab,

@

(IGR(x))

e guard G C RVYars,

o reset R : RVars _, oRV®™

0 Semantics: Discrete Transition
I can jump from (I,x) to (I3 xg if x 2 G and x62 R(X)
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Hybrid Automatai Cont. Dynamics

0 Defining Continuous Dynamics: Flow

Vars
Flow : Loc x RYars —, 9R

I for each location | differential inclusion

& € Flow(l, z)

0 Semantics: Time Elapse

I change state along x(t) as time elapses
I X(t) must be in invariant Inv

i x(t) € Flow(l, )
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Hybrid Automatai Cont. Dynamics

0 Bouncing Ball:

T Flow:

T
U
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Hybrid Automata - Semantics

0O Run

I sequence of discrete transitions and time elapse

0 Execution

T run that starts in the initial states

2

/LU .

X4(t)
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Execution of Bouncing Ball

Xo

position x
0 time t
Vo

velocity v
0 time t
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Execution of Bouncing Ball

0 State-Space View (infinite time range)

O)

position x

Xo(t)

X4(t)

S

velocity v
discrete transition
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Formal Verification
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Computing Reachable States

0 Reachable states: Reach(S)

I any state encountered in a run starting in S

position x

0 velocity v
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Computing Reachable States

0 Compute successor states
e discrete transitions : Posty(R)

e time elapse : Post.(R)

R,=POSL(R)—____
/ R3: POStC(RZ)

/R2= Posty(R,)
\y
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Computing Reachable States

0 Fixpoint computation
e Initialization: Ry = In:

e Recurrence: Rk_|_1 = R, U POStd(Rk) U POStC(Rk)
e Termination: R, = Ry = Reach = R;.
0 Problems

I In general termination not guaranteed

I time-elapse very hard to compute with sets
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Chapter Summary

0 Why should we care?

I Reachability Analysis is a set-based computation that can
answer many interesting guestions about a system (safety,
bounded | i veness, )

OWhat 0s the probl em?
I The hardest part is computing time elapse.

I Explicit solutions only for very simple dynamics.

oOWhat 0s the solution?
I First study simple dynamics.

I Then apply these techniques to complex dynamics.
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Outline

ll. Reachability for Simple Dynamics

a) Linear Hybrid Automata
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Il n this Chapter e

A very simple class of hybrid systems

0 Exact computation of discrete transitions and time

elapse

I Note: Reachability (and pretty much everything else) is
nonetheless undecidable.

A case study
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Linear Hybrid Automata

0 Continuous Dynamics

e piecewise constant: + =1
e intervals: & € [1, 2]
e conservation laws: &1 + 25 = 0

e general form: conjunctions of linear constraints

a-x b, ac€Z™beZxe{<, <}

= convex polyhedron over derivatives
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Linear Hybrid Automata

0 Discrete Dynamics

e affine transform: z :=ax + b
e with intervals: zo :=z; £ 0.5

e general form: conjunctions of linear constraints (new value z’)

a-z+ad-2'xb,  ad €Z"belxe{<, <}

= convex polyhedron over x and xo6
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Linear Hybrid Automata

0 Invariants, Initial States

e general form: conjunctions of linear constraints

a-x b, aEZn,bEZ,N€{<,§},

= convex polyhedron over X
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Reachability with LHA

0 Compute discrete successor states Posty(S)

T all x6for which exists x 2 S s.t.
Ax2 G
A x62 R(x) A Inv

0 Operations:
I existential quantification
I Intersection

I standard operations on convex polyhedra
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Reachability with LHA

0 Compute time elapse states Post(S)

0 Theorem [Aluretal]

I Time elapse along arbitrary trajectory iff time elapse along
straight line (convex invariant).

O \ Inv

I time elapse along straight line can be computed as projection
a|0ng cone [Halbwachs et al ]
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ReaChab|||ty W|th | HA [Halbwachs, Henzinger, 93-97]

1. get projection
cone

~N

A

invariant

A
\ T

g L[Z. time elapse by

projection

\

initial states \

. L

/ A

derivatives —

 \

»
>

projection

cone

3. compute

successors of
transitions

SUCCesSSO0rs

—/

J

v
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Multi-Product Batch Plant
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Multi-Product Batch Plant
ﬁ@@ @@ ﬁf\“@ & Cascade mixing process
3 T I 3 educts via 3 reactors
ot oo Y 2 products

0 Verification Goals

I Invariants
A overflow
A product tanks never empty

I Filling sequence

0 Design of verified
controller
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Switched Buffer Network

0 Buffers s;,é ,s,

I store material A continuous level Vin
X1, X, X=Xm
0 Channels X
\/

I transport material from buffer to buffer
A continuous throughput v(s,sQ,

nondeterministic inside interval x=0 y
out
0 Switching
T a_ctivate/deactivate channels Buffer
discretely
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Continuous Dynamics

0 Stationary throughput
i vl [ab]

0 Source buffer empty
i throughput may seize, v [0,b]

I inflow of source = outflow of source

0 Target buffer full
i throughput may seize, v [0,b]

i inflow of target = outflow of target
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Buffer Automaton Model

I tank levels = cont. variables x;
I incoming flow v, (S)=a ¢ V(0S)

I outgoing flow v, (s)=a ,V(S,9

0 < z(s) < o(s)
#(8) = vin(8) — Vout(S)
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Channel Automaton Model

I throughput = algebralc variable (W|II be prOJected away)

-

z(s") = o(s)

/open—saturated

open-normal

v(s,s’) € v(s,s")

x(s") =a(s’)
s') g [O,ﬁ(szs;)]

/

z(s') < o(s’)

x(s') >0

x(s") = o(s")

v(s,
Q(S;) o

A

open—starv.—satur.
(s) =

Y
x(s') >0 r(s) =
- Y
open—starved\
x(s) =0

v(s,s') € [0,7(s,s")]

x )—0( ")
(.S}E[U'}(QU]

Vin(s) = Uouf(S)/

v i ( )—Louf( )
. ( ) i: ( } w(b ) = Loufl:q )

r(s) =0

close(s, s”)

open(s, s

this case study:

omit saturation

closed
v(s,s') =0
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Production Schedule

Table 1. Control strategy as sequence of batch transfers (column: from, rows: to)

row  delivery” B11  B12 B13 R21 R22 R23
1 Bl11.B13s o — o . B32]  B327
2 - — R22  R213 o o B32|
3 B12 R23 o R22¢  B317 o o
4 Bl11.B135 o — o B31] B327 -
5 — R21 - R237 o B32] o
6 BIl1 o R22  R2lp o o B317
7 B12,B13; — o o B317 - B31|
8 — — R23  R227 B31] o o
9 B12 R21 o R23p o B327 o

* time critical; 2,1,0 fill/drain to level zg13 = 1700, 850, 0

uses 3 reactors in parallel

transfers of batches from one tank to another

formally a control strategy: locations 2 cont. variables -

locations
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Controller

Verification with PHAVer

Controlled Plant

0 Controller automaton model
T 78 locations
T ASAP transitions

0 Controller + Plant

T 266 locations, 823 transitions
(~150 reachable)

0 Reachability over infinite time
I 120s0 1243s, 2600 600MB

I computation cost increases
with nondeterminism
(intervals for throughputs,
Initial states)
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Verification with PHAVer

6000 ———————————— 17—
5000 |-
4000}

3000F )/ |

2000 | [V B AR VI

1000

0
0 200 400 600 800 1000
(a) BP8.1: nominal case

6000 . . . .
5000 (-

4000} |

3000f |

2000

1000- 1 1 1 1 1
0 500 1000 1500 2000 2500 3000

(d) BP8.4: varying but slow demand

6000 —————————————— : 6000 . ; . :
5000 5000 2
4000 4000 .
1000 3000 .
2000 fi:._:__',' 2000 -
1000 - 1 1000 - -

0 : : ' ‘ ol . 1 . L

0O 200 400 600 800 1000 0O 200 400 600 800 1000

(b) BP&.2: varying initial cond. (c) BP8.3: varying demand

Automaton  Reachable Set
Instance Time [s] Mem. [MB] Depth® Checks” Loc. Trans. Loc. Poly.
BPS8.1 120 267 173 279 266 823 130 279
BP8.2 139 267 173 422 266 823 131 450
BP8.3 845 622 302 2669 266 823 143 2737
BP8.4 1243 622 1071 4727 266 823 147 4772

* on Xeon 3.20 GHz, 4GB RAM running Linux; * lower bound on depth in breadth-first

search; * number of applications of post-operator
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Outline

ll. Reachability for Simple Dynamics

b) Piecewise Affine Hybrid Systems
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0

Il n this Chapter e

Another class of (not quite so) simple dynamics

I but things are getting serious (no explicit solution for sets)

Exact Computation time elapse only at discrete
points in time

I used to overapproximate continuous time

Efficient data structures
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Piecewise Affine Hybrid Systems

0 Affine dynamics

I Flow:
& = Az + b (deterministic)
& € Ax + B, with B a set (nondeterministic)
i For time el apse 1 td0s enough to
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Linear Dynamics

OLetoOoOs begin with nautonomou:

r=Ax, x€R"

0 Known solutions:
I analytic solution in continuous time

I explicit solution at discrete points in time
(up to arbitrary accuracy)

0 Approach for Reachability:
I Compute reachable states over finite time: Reachy (X ;)

T Use time-discretization, but with care!

S7



Time-Discretization for an Initial Point

O Analytic solution: z(t) = e, ()
X(t
o With t = 6k : X3
X
Sk +1)) = eAx(5k) x| X1

0 Explicit solution in discretized time (recursive):
L0 — TLIng
Llh+1 eA(SCCk

N multiplication with const. matrix eA*
= linear transform
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Time-Discretization for an Initial Set

0 Explicit solution in
discretized time

0 Acceptable solution for purely continuous systems
I X(t) is in 2(%)-neighborhood of some X,

0 Unacceptable for hybrid systems
i discrete transitions might nafir
i1 f transit i ox{tsnotan(@)-néighboheoe d , O
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Bouncing Ball

A
\Xgo:?

il n other examples this error mi
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Reachability by Time-Discretization

0 Goal:
I Compute sequence W, over bounded time [O,N4] such that:
Reach[ojN(g] (Xpm) C QUL U...UQN

0 Approach:

I Refine W, by recurrence: X W,

Q1 = €A5Qk:

i Condition for W: | “Reachy ay(X )

ReaCh[()?(s] (Xfm) C 0 il 2Ii 3i| ' t
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Time-Discretization with Convex Hull

O Overapproximating Reachy 4

X

X

Reach, , (X,) ConyX,, X,)  Bloat(ConyX,, X,))
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Time-Discretization with Convex Hull

0 Bouncing Ball:
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Nondeterministic Affine Dynamics

OLetds 1 nclude the effect o f

t=Axr+ Bu, xze€R",uelUCR?

I variables x;, €exy, inputs u;, eu,

O Input u models nondeterminism

€ Ax + BU
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Nondeterministic Affine Dynamics

0 Analytic Solution

z(t) = ez(0) —I—/ eA0=7) Bu(7)dr
\/_/ \O ~ o

autonomous influence of
dynamics inputs

/ __— influence of inputs

E \‘ Reachyq 34(X i)
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Nondeterministic Affine Dynamics

O How far can the | nputzxtimp?2us h

0 Minkowski Sum: A@¢B={a+b|lac A bc B}

N
NP
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